WHO®OPMALMOHHAA NMAMATKA
OnA OBYYAKOLWUMXCA ONnA PASMELLEHUA
HA O®OULUNANBbHbIX UHTEPHET-PECYPCAX

C KaablM rogomM MOMOAEXN B UHTEPHETe CTaHOBUTbCS Oonblle, a LWKOMNbHUKA OAHW U3 CaMblX
aKTMBHbIX Nonb3oBatenen PyHeTa. Mexay TeM, NOMUMO OFPOMHOIO KOJNIMYEeCTBa BO3MOXHOCTEN, MHTEPHET HeceT
1 npobnemsbl. ATa NamaTKa goMmkHa Nomoyb Tebe 6e3onacHO HaxXo4uUTLCS B CETU.

KomnbroTepHbie BUPYCbI

KomMnblOTEPHBIN BUPYC - 3TO Pa3HOBUMAHOCTb KOMMBHOTEPHBLIX NPOrpamMm, OTANYMTENBHOW OCOBEHHOCTBIO
KOTOpOW SABMNSIETCS CNOCOOHOCTb K Pa3MHOXeHUto. B gononHeHne K 3TOMy, BMPYCbl MOFYT MOBPEAWUTb WM
MOMHOCTbI YHUYTOXWUTb BCe dannbl U AaHHble, MOAKOHTPONbHbIE MONb30BATENO, OT MMEHUM KOTOpOro Obina
3anyLieHa 3apaxeHHas nporpaMmmMa, a Takke NOBPeaUTb UK JaXe YHUUTOXUTb ONepauuoHHY CUCTEMY CO BCEMMU
¢annamm B uenom. B BonbWIMHCTBE CnyvyaeB pacnpoCTPaHATCA BUPYChbl YEPE3 UHTEPHET.

MeToabl 3aLmTbl OT BpeOOHOCHbLIX MPOrpamm:

1. Mcnonb3yit coBpeMEHHbIE OnepaLmMoHHbIe CUCTEMbI, UMEIOLLME CEPbE3HbIN YPOBEHb 3aLUUThI OT
BPEAOHOCHbIX NPOrpaMmm;

2. MocTtosiHHO  ycTaHaBnuBanW nayvytM  (uudcppoBble  3annaTkM,  KOTOpble  aBTOMATUYECKU
yCTaHaBnMBalTCA C uUenbio gopaboTkM nporpammbl) U Apyrme OOHOBMEHUS CBOEN OnepaumoOHHOM CUCTEMBI.
CkaumBayn mx Tonbko C odmumansHOro camta paspabotunka OC. Ecnv cywecTByeT pexvMm aBTOMaTU4eCcKoro
OGHOBIEHNS, BKITHOYM €TO0;

3. PaboTtawn Ha cBoem KoOMnbloTEPE NOoA4 NnpaBaMu rnosib3oBaTtesida, a He agMUHUCTpaTopa. 3710 He
no3BOJINT 6OJ'IbUJVIHCTBy BPEOOHOCHbIX nNporpamMm MHCTanmpoBaTbCA Ha TBOEM NMeEPCOHASIbHOM KOMIMbIOTEPE;

4. icnonb3yih aHTUBUPYCHbIE NPOrpaMMHble NPOAYKTbl U3BECTHBLIX NMPOM3BOAMTENEN, C aBTOMATUYECKUM
obHoBreHMem 6a3s;

5. OrpaHuyb huanyeckuii JOCTYN K KOMMbIOTEPY AN NOCTOPOHHUX NNLL;

6. Mcnonbayii BHELLHME HOCUTENW MHGOpMaLUK, Takue Kak pneLlka, AUCK unm amn ns MHTepHeTa,
TONBKO N3 NPOBEPEHHBIX UCTOYHMKOB;

7. He oTkpbiBan KOMMbIOTEPHBbIE hansbl, NOMyYeHHbIe U3 HEeHaOEeXHbIX UCTOYHUKOB. [laxe Te
havinbl, KOTOpble Npucnan TBOW 3HaKOMbIN. Jlyylle yTOYHW Y Hero, oTnpasnsan nu oH Tebe umx.

Cetu WI-FI

Wi-Fi - aTo He B1A nepefayn AaHHbIX, HE TEXHOMOMUs, a BCero nuib Opena, mapka. Ewe B 1991 rogy
HugepnaHackas komnaHus 3apeructpupoana 6peHag "WECA", uto ob6o3Hayano cnosocoyeTaHne "Wireless
Fidelity",

KOTOpbLIN NepeBoanTCs Kak "GecnpoBogHasi TOYHOCTL".

[o Hawero BpemMeHu powna gpyrasd abbpeBuaTypa, KOTOpas SABMSETCA TaKOM Xe TexHorornen. 1o

abbpesunatypa "Wi-Fi". Takoe Ha3BaHWe GbINO AaHO C HAMEKOM Ha CTaHAAPT BbICLLIEN 3BYKOBOW TexHuKN Hi-Fi, 4to
B NepeBoe 03Ha4aeT "BblCOKas TOYHOCTbL".

[a, 6ecnnaTHbIl MHTEPHET-AOCTYN B Kadpe, OTENsiX M a3ponopTax SIBMSETCS OTIMYHON BO3MOXHOCTBIO
BbIXO4a B UHTEPHET. Ho MHOMMe akcnepThl cumTaroT, 4To obwenoctynHble Wi-Fi cetn He aBnsatoTcs 6e3onacHbiMu.

CoBeTbl N0 6e3onacHoCTK paboThl B 06LeAoCTYNHbIX ceTax Wi-fi:

1. He nepepasaii cBo nn4yHy0 Hopmaumio Yepes obwenoctynHble Wi-Fi ceTn. PaboTtas B HuX,
XenatenbHO He BBOAMTb Maponiv AOCTyNa, FIOrMHbl U Kakne-To HOMepa;

2. Mcnonb3yi 1 o6HOBNSAN aHTMBUPYCHbIE NMporpaMmbl u 6paHgmayep. Tem cambiM Thl 06e3onacuilb
cebs OT 3aKkayku BMpYCca Ha TBOE YCTPONCTBO;

3. Mpun ncnonb3oBanun Wi-Fi oTkntoun yHkumio "O0wuin goctyn k doannam u npuHtepam”. [JaHHas
dYHKUMSA  3aKpbiTa MO YMOSYaHMIO, OOHAKO HEKOTOopble MoNb30oBaTenn akTMBUPYOT ee ansa  ypobcTea
ncnonb3oBaHus B paboTte unm yyebe;



4. He ncnonbayn ny6nuyneii WI-FI ana nepefayun nu4HbIX aHHbIX, HAaNnpMMep Ang BbiIXo4a B
coumarnbHble CETU UK B NIEKTPOHHYIO MOYTY;

5. Vcnonb3yi TonbKo 3awuiLeHHoe coegmHenne vyepesd HTTPS, a He HTTP, T.e. npu Habope Be6G-
agpeca BBOAM MMeHHO "https://";

6.B mobunneHoM TenedoHe oTkntoun pyHkumio "MogknioveHue k Wi-Fi aBTomaTtnueckun". He gonyckan
aBTOMaTUYECKOro noaknyeHnsa yctponctea k cetam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTn

CoumanbHble CeTU aKTMBHO BXOANAT B HalUy >KW3Hb, MHOTME NtoAn paboTalT U XKMBYT TaM MNOCTOSIHHO, a B
Facebook yxe 3apernctpumpoBaH MUNNMapa YeroBek, YTO SBMSETCA OAHOM ceabMON BCEX XUTenen nnaHeTbl.
MHorvne nonb3oBaTenu He MOHUMAaT, YTO MHOPMaLMS, pasMeLleHHas UMN B coluarnbHbIX CETSAX, MOXET ObiTb
HalgeHa 1 ucnonb3oBaHa Kem yrogHo, B TOM Yucre He 0bs3aTenbHO ¢ 6rnarumm HaMmepeHusIMN.

OcHOBHble COBETHLI M0 6e30MacHOCTU B COLMArbHbIX CETAX:
1. OrpaHuyb cnucok apyseit. Y Tebsi B Apy3bsiX He AOMKHO ObiTb CryyaiiHbIX U HE3HAKOMBbIX FtoAEMN;

2. 3awmuan cBOK YacTHYK >u3Hb. He ykasbiBam naponu, TenedoHbl, agpeca, Aaty TBOEro
POXAEHUS U APYTYH NUYHYI0 MHOPMaLMi0. 3MOYMbILWAEHHUKU MOTYT UCMOMb30BaTh AaXe MHAOPMaLUIo O TOM,
Kak Tbl 1 TBOWM POOUTENM NNaHMpyeTe NPOBECTU KAHWKYIbI;

3. 3alumiLain cBo penyTaLuio - epXu ee B YACTOTe U 3aaaBait cebe Bonpoc: XxoTen 6bl Thl, YTOObI
Apyrve nonb3oBaTenu Buaenu, 4Yto Thl 3arpyxaellb? Mogymain, npexae Yem 4To-To onyGnukoBaThk, HanucaTtb U
3arpyauTb;

4. Ecnu Tbl roBopuLLb C NMIOABMU, KOTOPbIX HE 3HAELLb, HE UCMONb3YI CBOE pearibHoe MS U OPYryo
TNIMYHYI0 MHCpOPMALMK: UMSI, MECTO XUTENbCTBA, MECTO y4ebbl 1 npoyee;

5. WM3beran pasmelleHns potorpadun B UHTepHeTe, rae Tbl n306pakeH Ha MeCTHOCTHU, MO KOTOPOM
MOXHO OMNpeaenuTb TBOE MECTOMOSIOXEHME;

6. anI pernctpauunm B coumarnbHon ceTh HeobXoaMMO MUCMONb30BaTb CIOXHbIE naporsu, cocrodwmne
n3 6yKB n u,mcbp N C KONMMYECTBOM 3HaKOB He MeHee 8;

7. [nsa coumanbHOM ceTun, MOYThI U APYrMX CanToB HEOOXOAMMO UCNOSb30BaTh Pa3Hble Naporu.
Torga ecnu Tebs B3nomaroT, TO 3MOYMbILLUIIEHHMKM NOMyYaT AOCTYN TONbKO K O4HOMY MECTY, a He BO BCE cpasy.

OneKTPOHHbIe AEHbLIN
SJ'IeKTpOHHbIe AeHbln - 3TO O4YeHb yﬂ,06HbIl7I cnocob nnaTe>Ke|7|, O[HaKO CyLeCTBYOT MOLUEHHUKHN, KOTOPbIE
XOTAT NOJTYy4YUTb 3TN OEHbIN.

3]'IeKTpOHHbIe OEeHbIm NoABUNMCb coBCeM HedaBHO N UMEHHO M13-3a 3TOro BO MHOIMX rocygapcrtBax o Cux
nop He NPonnucaHo NpPo HMUX B 3aKOHaXx.

B Poccumn xe oHu q)yHKLI,MOHVIp}/IOT M O HUX yXe nponncaHo B 3aKOHe, rae ux pasaendrT Ha
HECKOSIbKO BWOOB - a@HOHWMHbIE W HE aHOHUMHble. Pa3Huua B TOM, YTO aHOHMMHbLIE - 3TO Te, B KOTOPbIX
paspelwaeTca nposoaunTb onepauunmn be3 I/ID,eHTI/I(bMKaU,I/II/I nosib3oBatend, a B HeaHOHUMHbIX VI/J,eHTI/I(*)VIKaLI,I/IFI
nonb3oBarers sBnseTca 00s93aTeNbHON.

Takke cnefyeT pasnuyaTb 3NeKTPOHHbIE huaTHbIe AeHbIV (paBHbI FOCYAAPCTBEHHLIM BanoTam) u
9MNEKTPOHHbIE HeE(MATHbIE AEHBIN (HE paBHbl FOCYAapPCTBEHHBIM BantoTam).

OcHoBHble coBeTbl N0 Ge3onacHom pa60Te C 3J1eKTPOHHbIMU OEeHbramMmu:

1. MpuBsKM K cHETY MOBUNBbHLIN TenedoH. 3To cambli yaobHbIN 1 BbICTPLIN cNOcob6 BOCCTAHOBUTL
JocTyn K cyeTy. [NpuBsA3aHHbIN TenedoH NOMOXeT, ecnu 3abyaellb CBOW NNaTeXHbI Napofb WM 3angellb Ha
CalT C HEe3HaAKOMOro YCTPOWCTBA;

2. |/|CFIOJ'Ib3yIZ OHOpa30BbIE NMaposin. Mocne nepexona Ha yCuneHHy aBTopun3auunto Tebe yXe He
6y,u,eT yrpoxatb ONMacHOCTb KpaXKu Ui nepexsarta nriiaTeXxHoro napons;

3. Bbibepn cnoxHbii naponb. [lpectynHukam 6ygeT He NpOCTO yragaTb CrOXHbBIA  Maporfb.
HagexHble naponu - 3To naponu, KoTopble codepaT He MeHee 8 3HaKoB WM BKMOYAOT B cebs CTpOuYHble U



nponucHble GyKBbI, LNPLI U HECKONBLKO CMMBOJIOB, TakMe Kak 3HaK gonnapa, dyHTa, BOCKNMUATENbHbIA 3HAK U
T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOM NMYHbIE JaHHbIE Ha canTax, KOTOPbIM HE AOBepAeELlb.

sneKTpOHHaﬂ no4Tta

OneKkTpoHHasa no4yta - 3TO TEXHOMOrMs U NpeaocTaBnseMble €l YCryrn No Mnepechbisike U NonydeHuto
AIEKTPOHHbIX COOOLLEHNI, KOTOPbIE pacnpedenstoTca B KOMMNbOTEPHON ceTu. OBbIYHO 3NEKTPOHHLIA NOYTOBLIN
AWNK BbIrMSANT crneaylwmm obpasoM: MMs_Nonb3oBaTend@uMsa_aoMeHa. Takke Kpome nepefadm npocToro
TeKcTa, MeeTcs BO3MOXHOCTb nepeaaBaThb pannbl.

OcHoBHble COBETHI Mo 6e3onacHoi paboTe ¢ 3NeKTPOHHO NMOYTON:

1. Hago BbiGpaTh NpaBUIbHbIN NOYTOBLIN CepBUC. B MHTEPHETE eCTb OrpOMHbIN BbIGOP GecnnaTHbIX
MOYTOBbIX CEPBUCOB, OAHAKO Nyylle 4OBEPsTb TEM, KOrO 3Haellb U KTO NEPBbIA B PEUTUHTE;

2. He ykasbiBal B IMYHOM NOYTE NTMYHYIO MHGpopMaumo. Hanpumep, nydiie BbibpaTtb
"My3blKanbHbIn_aHat@" nnm "pok2013" BmecTo "Tema13";

3. Vcnonb3yit ABYXaTanHyo aBTopu3auunio. To Korga NOMUMO Napornst HYXXHO BBOAUTL KoA,
npucbinaemMbiii no

SMS;

4, Bbi6epu cnoxHelvi naponb. [Anga KaXxaoro no4ToBOro siluka AomkeH 6bITb CBOM HaAEXHbIN,

YCTOMYUBBIN K B3fIOMY Napofb;

5. Ecnu ecTb BO3MOXHOCTb Hanncatb CamoMy CBOW JIMYHBIA BOMPOC, UCMOMb3YWN 3Ty BO3MOXHOCTb;

6. Mcnonb3yi HECKOMbKO NMOYTOBbLIX ALWMKOB. [1epBbIi A4Ns YacTHOW Nepennucky ¢ agpecaTamu,
KOTOpbIM Tbl AOBepsieLlb. OTO AMEKTPOHHBIN agpec He Haao MCNoNb3oBaTb NPY perncTpauun Ha opymax um
camnTtax;

7. He oTkpbiBan dainnbl u gpyrne BNOXeHUs B MMCbMax, AaXe €Cnu OHW NPULLNKN OT TBOMX APY3EN.
Jlyywe yTouHm

y HWX, OTNpaBNAny nm oHn Tebe aTn annsbl;

8. Mocne okoH4YaHWsA paboTbl HA NOYTOBOM CepBUCe Nepep 3aKkpbiTEM BKNagKv C canTom He 3abyapb

HaxkaTb Ha "Bbintn".
KnbepOynnuHr unm BuptyanbHoe usaeBaresibCTBO

KM6ep6y1'IJ'IVIHF - npecnegosaHne cooOLWeHnamu, coaepxawmmm OCKOp6J'IeHl/Iﬂ, arpeccuio, 3anyrmBaHue;
XynuraHCTBO, couunarnbHoe 6OIZKOTVIpOBaHVIe C MOMOLLbIO pa3finvyHbIX NHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKMbepbynMHrom:

1. He Gpocatricst B 601. Jlyywnidi cnocob: nocoBeToBaTbCsA Kak cebst BECTM U, eCln HET TOro, K KOMY
MOXHO 06paTuTbCs, TO BHayane ycnokouTbCs. Ecnu Tbl HaYyHellb oTBeYaTb OCKOPONIEeHNs MU Ha ockopbneHus, To
TONbKO eLe bonblue pasoxKellb KOH(MKT;

2. YnpaBnsu cBoen knbeppenyTtaunen;

3. AHOHUMHOCTb B ceTn MHMMasi. CyLecTBYIOT CNoCcoObl BbIACHWUTb, KTO CTOUT 32 aHOHUMHbIM
aKKayHTOM;

4. He ctounTt BeCcTn xynuraHckuii obpas BupTyanbHOM xusHu. IHTepHeT dmkcnpyeT Bce TBOU

OEeNCTBUS U coxpaHseT ux. Yoanutb nx 6ygeT kpaviHe 3aTpygHUTENbHO;

5. Cobniogan CBol BUPTYarbHYH YECTb CMOOAY;

6. UrHopupyi eanHnyHbin Heratue. OgHOpa3oBble 0CKOPOMTENbHbIE COOBLLIEHNS Ny4Lle
urHopmposatb. OBbIYHO arpeccus nNpekpawaeTcs Ha HadanbHOW CTaguu;

7. BaH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbIMW COODLLEHUSIMM, B COLIMATIbHBIX CETSX ECTb
BO3MOXXHOCTb GIOKMPOBKM OTNPaBkM COOBLLEHWIA C ONpeeneHHbIX aapecos;



8. Ecnn Tbl cBugetenb knbepbynnuHra. TBOM AEWCTBMSA: BbICTYNUTb MPOTUB NpecriefoBaTens,
nokasaTb €My, 4YTO ero [OeWCTBMS OLEHUBAKOTCA HeraTtuBHO, mnoadepxaTb XXepTBY, KOTOPOW HYXHa
ncuxonormyeckast MOMOLLb, COOOLLNTL B3POCbIM O hakTe arpeCCUBHOMO NOBEAEHNS B CETU.

Mo6unbHbIN TenecgoH

CoBpeMeHHble cMapTdOHbI 1 NNaHLweTbl coaepaT B cebe BnonHe B3pocnbii hyHKUUOHAM, U Tenepb OHU
MOrYT KOHKYpMpOBaTb CO CTaLMOHapHbIMWU KOMMbloTepamu. OgHako, CpeacTB 3awuTbl Ans NogobHbIX YCTPOWUCTB
noka o4yeHb Mano. TecTMpoBaHMe 1 MOUCK YA3BUMOCTEN B HUX MPOUCXOANT HE Tak MHTEHCUBHO, kak ana MK, To xe
camMoe KacaeTcsi U MOBUIbHbBIX NPUIOXKEHWIA.

CoBpeMeHHble MOOUnbHble 6pay3epbl yXKe npakTUYeckn [JOorHanm HacToNbHble aHanorn, OofHaKo
pacwmpeHue yHKUMOHana BriedeT 3a cobor BOMbLUYI0 CIIOXKHOCTb Y MEHbLUYHO 3aLUULLEHHOCTb.

[laneko He Bce NPOM3BOAUTENM BbiNycKalT OBHOBMEHWs, 3aKpbiBalOLME KPUTUYECKUE YA3BMMOCTU AN
CBOWX YCTPOWCTB.

OcHoBHble coBeTbl Ansa 6e3onacHOCTM MOBMNbHOro TenedoHa:

Huyero He sBnsetca no-HacTtodwemy 6GecnnaTtHeiM. Byaob ocTtopoxeH, Beab korga Tebe npepnaratoT
©ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbIThbl KAKME-TO NNaTHbIE YCNyri;

Oymawn, npexge 4yem otnpasutb SMS, doTo unm Buaeo. Tel TOYHO 3HaeLb, rae oHW 6yayT B KOHEYHOM
utore? Heobxogmmo 0BHOBNATE ONEPALIMOHHYO CUCTEMY TBOErO CMapTAOHa; Micnonb3y aHTMBUPYCHbIE
nporpaMmsbl Ans MOBUMNbHbBIX TeNedgoHOB;

He 3arpyxxal npunoxeHust OT HEU3BECTHOIO WCTOYHWKA, BeOb OHW MOFyT cogepXaTb BpPedoOHOCHOe
nporpamMmmHoe obecnedeHue;

Mocne Toro kak Thbl BbINAELLb C CalTa, rae BBOAUN NUYHYIO HOpMaumio, 3anaun B HacTpoviku bpaysepa u
yaanu cookies;
Meproanyeckn NpoBepsan, kKakMe NnaTHble YCNyrn akTuBMpOBaHbl Ha TBOEM HOMEPE;

[asan cBoi Homep MOBMIbHOro TenedgoHa TOMbKO NOAAM, KOTOPbIX Thl 3HaELUb Y KOMY AOBEpPSeLLb;
Bluetooth gomxeH 6bITb BbIKIIOYEH, KOrga Tl UM He Nonb3yellbcsa. He 3abbiBain MHOrAa NpoBepsiTh 3TO.
Online urpbi

CoBpeMeHHble OHMaMH-Urpbl - 3TO KpacouyHble, 3axBaTblBallue pasBrieyeHns, obbeauHsowmne COTHU
TbICAY YerioBeK No BceMy Mupy. Mrpoku mnccnepytoT AaHHbIA MM Mup, obliaoTca Apyr ¢ APYroM, BbIMOSHSAOT
3adaHuns, cpaxalwTcd C MOHCTPaMuM W nonyyalT onbliT. 3a yAOBOMbCTBUME OHWM MMATAT: MOKynmaklT AOUCK,
onnaynsBatoT aboHeMeHT unu npuobpeTatoT Kakme-To onumu.

Bce atTu cpepctBa uayT Ha noggepaHue W pasBUTME WUrpbl, @ Takke Ha camy G6e30macHOCTb:
COBEPLLEHCTBYIOTCS CUCTEMbI aBTOPM3aLMK, BbIMYCKAOTCS HOBblE MaTyy (LUGPOBLIE 3annaTku AN nporpamm),
3aKpbIBAOTCS YsI3BUMOCTU CEPBEPOB.

B NoaobHbIX nrpax CTomT onacaTtbCA He CTOJIbKO CBOUX COMNMEPHUKOB, CKOJTbKO KpaXXu TBOEro naposid,
Ha KOTOpOM OCHOBaHa cuctema aBTopun3auunn OonblMHCTBA urp.

OcHoOBHble coBeTbl N0 6e30nacHOCTU TBOEro MrpoBOro akKayHTa:

1. Ecnu gpyroit urpok BegeT cebs nnoxo unu cozgaet Tebe HenpuUATHOCTU, 3a6MOKUPYIA ero B cnmcke
UrPOKOB;

2. I'Io>|<any|7|0ﬂ agMUHNCTPATOopaM Urpbl HA NJy10OxXoe noBegeHmne 3Toro Urpoka, XenatersibHo
NPUNOXnNTb Kakme-To gokasaTesibCTBa B BUAe CKPUHOB;

3. He ykasbiBal NMYHY0 MHOPMaLIUIO B Npodaine urpbl;
4. YBaxan gpyrux y4acTHUKOB MO Urpe;

5. He ycTaHaBnvBan HeoduLmManbHble NaTiv U MOoAabl;



6. Mcnonbayii CrioXHble 1 pasHble naponu;

7. [laxe BO Bpems Urpbl He CTOMT OTKMoYaTb aHTMBUPYC. [MoKa Tl Urpaellb, TBOW KOMMLIOTEP MOTYT
3apasunTb.

PULWNHT unun KpaXxa NMMYHbIX AaHHbIX

OOGbIYHOW Kpaken OeHer U OOKYMEHTOB CErofHsi YK€ HWKOrO He yAuBMLIb, HO C pa3BMTUEM MHTEpHEeT-
TEXHOMOrMIN 3r1I0YMbILLUNIEHHVKWN NEPEMECTUNNCH B MHTEPHET, N NPOAOMKAOT 3aHUMaTbCA "NobumMbiM" aenom.

Tak nosiBUnacb HoBasi yrpo3a: MHTEPHET-MOLLUEHHUYECTBA UNWN OULLIMHT, FMaBHas Leflb KOTOPOro COCTOUT B
nony4YeHun KoHUaeHUManbHbIX AaHHbIX NOnb3oBaTenen - NorMHoB n naponen. Ha aHrnuiickom ga3bike phishing
yntaeTca kak ounwnHr (ot fishing - peibHas nosns, password - napons).

OcHoBHble coBeTbl N0 bopbbe ¢ hULLIMHIOM:

1. Cnengu 3a cBoMM AKKayHTOM. Ecnu TbI nogo3peBaellb, YTO TBOA aHKeTa Oblna B3nomaxa, To
HeobxoaMmMo 3a6ﬂOKMpOBaTb ee 1 coobwuTb aaMUHNCTPaTopam pecypca 006 3TOM Kak MOXHO CKopee;

2. VlCFIOJ'Ib3yI7I Ge3onacHble Beb-calThbl, B TOM 4ncne, MHTEPHET-MarasmHoB U NMONUCKOBbIX CUCTEM;

3. Mcnonb3yii crnoxHble 1 pasHble naponu. Takum o6pasoM, ecnv Tebs B3lomatoT, To
3M0YMBbILLNIEHHUKM MOMyYaT AOCTYN TOMbKO K OAHOMY TBOEMY NMPOGUIIIO B CETH, a HE KO BCEM;

4, Ecnun Tebsa Banomanu, To HeobxoauMo NpeaynpeanTe BCEX CBOMX 3HAKOMBbIX, KOTOpble A06aBneHbI
y Tebs B Opy3bsix, O TOM, YTO Tebs B3nomanu U, BO3MOXHO, OT TBOEro MMeHU OyaeT paccbhinaTbCsi CnaM U CCbIfKK
Ha PULLNHIOBbIE CaNThbl;

5. YcTtaHoBu HagexHbin naposb (PIN) Ha MoOBMbHEIN TeNedoH;

6. OTkntoumn coxpaHeHue napons B 6paysepe;

7. He oTkpbiBaw dannbl u gpyrme BAOXEHWS B MMCbMax, 4aXe eCrv OHW NPULLNN OT TBOMX ApYy3en.
Jlyywe yTouHm

y HWX, OTNpPaBNsaAny nm oHn Tebe aTn annsbl.

LindpoBas penyrauus

LmdppoBas penytaums - 3TO HeratMBHas unNu noO3WTMBHaAa wHGopmauus B cetn o Tebe.
KomnpomeTupyowas uHdopmauns, pasmelleHHass B MHTEPHETE, MOXET Cepbe3HbiM 00pa3oM OTpasnTbCs Ha
TBOEW peanbHOW Xu3HuW. "LiucbpoBas penytauusa" - aTo TBOW UMUOX, KOTOPLIA chopMupyeTcs M3 MHcopmauumn o
Tebe B MHTEpHeTE.

TBOE MECTO XUTenbCTBa, y4ebbl, TBOE (DUHAHCOBOE MONoXeHue, 0COGEHHOCTU XapakTepa U pacckasbl O
BGNU3KUX - BCE 3TO HaKannMBaeTcsa B CeTu.

MHorme NOApPOCTKM NErkoMbICIEHHO OTHOCATCHA K Mybnukaumym nNuYHoW nHdopmaumm B VIHTEpHeTe, He
NMoHMMasi BO3MOXHbIX MocneacTBui. Thl Aaxe He CMOXeLlb AorafgatbCs 0 TOM, 4YTo dpoTorpadms, pasmeLleHHas 5
neT Ha3ag, cTana NPUYNHON OTKa3sa NPUHATL Tebs Ha paboTy.

KommeHTapuu, pasmelleHne TBoux doTtorpadum n gpyrve OencTBusS MOryT He MUCYE3HYTb [axe nocne
TOro, KaK Tbl UX yaanuilb. Tbl HE 3HaeLb, KTO COXpaHun 3Ty uHdopmaumio, nonara Ny oHa B NOUCKOBbIE CUCTEMBI
M CoXpaHumnachb fn OHa, a rnaBHOe: YTO MoaymatoT O Tebe okpyxalLlme nioau, KoTopble HangyT U yBUAAT 3TO.
Hantn uHdopmaumio MHOro neTt cnycTsi CMOXeT fobor - kak n3 gobpbix nobyXAeHuW, Tak U C HamepeHueM
NPUYMHUTE BpeA. OTO MOXET ObITb KTO YrogHo.

OcHOBHble COBETHI MO 3almTe LMPOBON penyTaumm:

1. Moaymait, Nnpexae Yem 4To-To Ny6NMKoBaTh M NepeaaBaTh y cebs B 6rore Unu B coLmanbHOM
ceTu;

2. B HacTpoikax npouns ycTaHoBM OrpaHUYeHUst Ha MPOCMOTP TBOEro NPodus U ero

COAepPXMMOoro, caenam ero Tonbko "aAnga apysen";
3. He pasmeLyan n He ykasbiBa MHGOPMALMIO, KOTOPAs MOXET KOro-rmbo ockopbnaTe UM oomxaTb.

ABTOpCKOE NpaBo



CoBpeMeHHbIe LLKOSIbHVKM - aKTUBHbIE Mob3oBaTeny LuMdpoBoro npoctpaHcTea. OgHako ganeko He Bce
3HalOT, 4YTO MOMb30BaHWE MHOMMMMK BO3MOXHOCTAMM UMdpoBOro Mupa TpebyeT cobniogeHWss npaB Ha
WHTenneKTyarnbHyl0 COGCTBEHHOCTb.

TepMuH "vHTEennekTyanbHas CO6CTBEHHOCTL" OTHOCUTCS K Pa3nnyHbIM TBOPEHMSIM YENOBEYECKOro yma,
HaynHas

c HOBbIX M306peTeHUl 1 3HaKoB, 0603HaYaKLLNX COBCTBEHHOCTb Ha NPOAYKThLI U YCIyru, 1
3aKaH4MBasi KHuramu, dotorpamsamm, KUHOPUIbMaMn U My3blKalibHbIMW MPON3BEAEHNSMM.

ABTOpCKME MpaBa - 3TO MpaBa Ha WHTENNeKTyanbHYyl0 COOCTBEHHOCTb Ha MNPOW3BEAEHUS HayKu,
niTepatypbl M WUCKycCTBa. ABTOpPCKME MpaBa BbICTYNAlT B  KayecTBe rapaHTMM  TOro, 4To
WHTEeNNeKTyanbHbIN/TBOPYECKUA Tpya aBTopa He OyaeT HanpacHbIM, OacT eMy crpaBeffvBble BO3MOXHOCTU
3apaboTaTb Ha pesynbTaTax CBOEro Tpyaa, Nony4ymTb U3BECTHOCTb U Npu3HaHue. HukTo 6e3 paspelueHus aBTopa
He MOXeT BOCMPOM3BOAMTb €ro MpousBedeHue, pacnpocTpaHATb, NyONMYHO AEMOHCTpPUPOBATb, MpodaBaThb,
UMNOpTUPOBaTb, NyCKaTb B NpoKaT, NyONMYHO MCMOMHATb, NOKa3blBaTb/MCNONHATE B 3dupe mnu pasmellaTtb B
WHTepHeTe.

Wcnonb3oBaHue "nupartckoro” nporpaMmMHoOro obecneyeHnss MoXxeT NPMBECTU K MHOTMM puUckam: OT noTepu
OaHHbIX K TBOMM akkayHTam 00 GrNOKMPOBKM TBOEro YCTPOWCTBA, rae YCTaHOBMEHa HeneranbHasa nporpamma. He
CTOUT Takxke 3abbiBaTb, YTO CYLLECTBYIOT feranbHble U 6ecnnaTtHble NporpamMmbl, KOTOPbIE MOXHO HaMTW B CETU.

O nopTtane

CeTeBVI‘-IOK.pd) - TBOW MaBHbI COBETYMK B CETWU. 3ﬂer Tbl MOXeLlb Y3HaTb O ©e3onacHoOCT B ceTu
NMOHATHbLIM U

OOCTYNMHbIM A3bIKOM, a Npu BO3HUKHOBEHWUU KpVITI/I‘-IeCKOVI cuUTyauum 06paTI/ITbCF| 3a coBeToM. A Takxe
MPUHATL y4acTue B KOHKypcax v cTaTb caMbiM LMGPOBLIM rpaXkgaHNHOM!



